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A Pebble Down the Well: 
Network Exploration
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http://textfiles.com
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https://www.vintageaudioexchange.com/product/hayes-smartmodel-2400−model-231aa
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https://en.wikipedia.org/wiki/ToneLoc
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https://phrack.org/issues/47/6.html
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ATDT<local or 800>

<electronic screams>

PAP Authentication

PPP for TCP/IP

americaonline.aol.com:5190

TAC Protocol

https://geoffchappell.com/notes/security/aim/index.htm
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https://www.reddit.com/r/nostalgia/comments/xilelr/america_online_25/D
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https://wiki.archiveteam.org/index.php?title=AOL#URLs
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https://imgur.com/0bOLxF1
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IPv4 (1998)
A 1000 byte packet, once per second

 1000 bytes * 8 bits = 8 kbps

A 64 byte packet, once per second
 64 bytes * 8 bits = 512 bps

A 38,400 baud dial-up connection
512 bps = 75 pps

Scans needs to be super targeted (/24) or moved to servers
Even “fast” servers were only 1.5Mbps (3000 pps)
Actual PPS throughput was much lower
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IPv4 (2024)
A 1000 byte packet, once per second

 1000 bytes x 8 bits = 8000 bps

A 64 byte packet, once per second
 64 bytes x 8 bits = 512 bps

A 100m ethernet network card
64 bytes  =  195,312 pps (unrealistic)

A $130/mo Digital Ocean
50k pps  = Can go faster, but increased packet loss
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IPv4 Packets
Single-request TCP exploit (conn + send)

 80 hours = 3.7b x 4 @ 50k pps

Single-packet exploit to ALL allocated IPs
 20 hours = 3.7b @ 50k pps

Single-packet exploit vs US
8.34 hours = 1.5b @ 50k pps

Single-packet exploit vs China
1.38 hours = 250m @ 50k pps

Single-packet exploit vs Russia
10.3 minutes = 31m @ 50k pps24
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https://hdm.io/decks/UNITED_2015_Internet_of_Threats_A.pdf
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774m of 3706m

https://www.bgpexpert.com/addressespercountry.phphttps://trends.shodan.io/explore?facet=country
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21%
● Pick any routable IPv4 address at random

● 21% chance of it already being in Shodan

● 17%-ish chance of it being actively live
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https://hdm.io/decks/2013_AusCERT.pdf



31



32

https://www.runzero.com/blog/subnet-grid-report/



33

IPv6
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● Sequential scanning is out of the question

● Use directory services (DNS, Certificate  Transparency)

● Use client-side address leaks (NTP)

● Use tools, algorithms, public data

○ IPv666

○ IPv6 Hitlist

IPv6
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https://www.shodan.io/search?query=has_ipv6%3Atrue
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Wardial ++

● WarVOX: Use cheap VoIP providers for blazing fast dialing

● Skip the modem and do direct audio analysis

● Detect modems via frequency analysis

● Create& group audio signatures

● Beats a Softmodem*

● Mostly illegal* now :(

* TCPA - https://en.wikipedia.org/wiki/Wardialing
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2150 Hz (carrier)
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https://iot-analytics.com/number-connected-iot-devices/
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● 18 billion of IoT alone in 2024, but where are they?

● Mostly internal & carrier NAT segments!

● Even excluding the ~7b of BT/PAN

● The multi-verse of IP space

● How is it used?

NAT/Carrier

1. https://github.com/atredispartners/dht-crawler-polkadot
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• 192.168.1.0
• 192.168.0.0
• 10.179.64.0
• 10.179.0.0
• 10.0.0.0
• 100.93.129.0
• 10.164.166.0
• 172.20.16.0
• 172.20.8.0
• 10.164.185.0

IPv4: Top 20
• 192.168.86.0
• 100.93.130.0
• 172.18.0.0
• 172.19.0.0
• 100.93.132.0
• 172.20.10.0
• 192.168.68.0
• 100.93.128.0
• 100.93.133.0
• 192.168.2.0
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• 1
• 2
• 3
• 0
• 255

IPv4: Top 10
• 21
• 20
• 41
• 30
• 65
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● DHTs (KAD) and similar (Discv5) make peer enumeration trivial

● IPFS/Torrents are obvious, but also applies to Web3[1]

● Ironic that decentralization is worse for privacy

○ MultiAddresses often expose secondary IPs!

○ Fun DoS tricks…

P2P/IPFS/Web3

1. https://github.com/atredispartners/dht-crawler-polkadot
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● Anything is a network if you look at it the right way

● Same approach works almost everywhere

● Costs are no longer the main barrier

● Discover all the things!

Wrapping up...
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Thank you!
x @ hdm.io


