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C Introduction

HD Moore

e Co-founder& CEO of runZero
e Previously founder & developer of Metasploit
e Recovering penetration tester

Getintouch!

Email: hdm/at/runZero.com
Mastodon: @hdm@infosec.exchange
WWW: https://hdm.io
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c 25 Years of Vulnerability Mismanagement

Agenda

Vulnerability management today
The winding road to Enterprise
Chronicles of anear future
Building a better path

Q&A
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c Vulnerability managementin 1999
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Vulnerability managementin 2024

Vulnerabilities by Severity

Vulnerabilities

Severity Level
PRy Plugin ID Plugin Name.
5L Certficate Signed Using Weak Hashing Algorithm

S5Lv3 Padding Oracle On Downgraded Legacy Encryption Vulnerability (POODLE)

Cisco 105 Cluster Management Protocol Telnet Option Handling RCE (cisco-5a-20170317-cmp)

T

Cisco 105 Software DHCP Remote Code Execution Vulnerability
SMB Signing not required

Debian OpenSsH/OpenssL Package Random Number Generator Weakness (SSL check)
CRTCAL Cisco 105 Software Smart Install Remote Code Execution Vulnerability

Cisco 10S IKEv1 Packet Handling Remote Information Disclosure (cisco-5a-20160916-ikev1)
(BENIGNCERTAIN)

Cisco 105 Software PROFINET denial of service (cisco-sa-20170927-profinet)

lidp)
Cisco 10S DHCP Multiple Vulnerabilities

Cisco 105 Software Smart Install DoS (cisco-sa-20180328-smi)

g

NFS Exported Share Information Disclosure

Aego a0 0ged

Debian OpenSSH/OpensSL Package Random Number Generator Weakness

Severity Level

A
V'3 Ubuntu/Linux

20 Severity 5

A
V' 2 Ubuntu / Tiny Core Linux / Linux 2.6.x

23 Severity 4

7l
V' 2 ¥xWorks Based Device

175 Severity 3

]
V' 2 avocent Terminal Servers

141 Severity 2
3 Severity 1
362 Total

Euler0S / Ubuntu / Fedora / Tiny Core Linux / Linux 3.x / IBM / FortiSOAR / F5.
APC Network Management Card AOS

HP Printer

Windows 2008 R2/7

VxWorks Based Device (3Com/Apple/Lucent WAP / 3Com NBX 100 / Compaq Insight Ma.
Cisco I0S Version 15.0(2)SE4

Cisco I0S Yersion 12.2(35)SES

Cisco I10S Version 12.2(55)SE11

Adtran NetYanta Switch

Fabric 0S

PIX 6.1.3-6.3(4)

NetBSD 1.3-1.3.3 / ¥xWorks Based Device / Nortel Switch / Ricoh Printer

Cisco IP Phone

Cisco I0S 12.1 / Cisco I0S 12.2 / Cisco I0S 12.3 / Cisco I0S 12.4

Cisco 10S Software Link Layer Discovery Protocol Buffer Overflow Vulnerabilities (cisco-sa-20180328-

Vulnerabilities

Vulnerabilities by Severity

Moderate

Nodes by Vulnerability Severity

Moderate




c Vulnerability management lifecycle

4. Validate 1. Identify

3. Remediate 2. Prioritize

6 Organizational friction makes each step more difficult than the last
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c Vulnerability management metrics

7

How do you measure performance?

Time to detect, toremediate, to verify
Absolute vuln counts andrisk scores
Number of exceptions & re-opens
Inventory & coverage ratios

Scanfrequency

Demonstratingimpactis tough

“Tellme how you measure me and [ will tell you how | will behave.” - Dr. Eliyahu M. Goldratt
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c Vulnerability management loses steam

“* Scanand patch started to break by 2005

e Increaseinendpoint firewalls, segmentation, cloud, and BYOD

e Unauthenticated vulnerability checks are expensive to write
e Authenticated scansbecame the standard
e Leadingvendorsship over 100k+ checks(!)
e Agent-basedisnewnormal
Still FPs!

8 2000 2005 2010 2015 20 _
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c Vulnerability management is mostly authenticated

Vulnerability Checks by Category

Windows

3.9%
Cisco

1.4%
Web

4.8%

Miscellaneous
2.2%

Local Checks
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. Remote checks went from majority to minority

New Checks - Remote vs Authenticated - Percent (1997-2024)

Year

1997
1998
1999 |
2000 &
2001
2002
2003

Authenticated (Single)
DB2 Authenticated
MariaDB Authenticated
Authenticated (Multiple)
MySQL Authenticated
Oracle Authenticated
Remote

SNMP Authenticated
Unix Authenticated
VMware Authenticated

Windows Authenticated
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. Newremote checks by year

New Checks - Remote vs Authenticated - Absolute (1997-2024)

1997 | Authenticated (Single)

1998
1999
2000 |
2001
2002
2003 W
2004

DB2 Authenticated
MariaDB Authenticated
Authenticated (Multiple)
MySQL Authenticated

Oracle Authenticated
Remote

2009 IED I SNMP Authenticated
2 . B Unix Authenticated
2012 [ B VMware Authenticated

Year
N
o
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c Vulnerability management is falling behind

Systems are being exploited faster than scan cycles

Scanners are now mostly authenticated patch checkers
Unmanaged assets are being left behind

Agents are now replacing scanners

Prioritizationisit’s own market

How did we get here?
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The winding road to Enterprise



c Thewindingroad to Enterprise

Inthe beginning, there were hackers

e Plenty of soft targets and almost no detection

e Scanners made intrusions quick and easy
e Businesses hired consultants for defense

e Hackersbecame security consultants

e Security consultants built tools
e Toolsevolvedinto products

e Productsbecame platforms

14
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- Thewindingroad to Enterpri$e

15

Security assessment platforms matured

A hacker’s view of the organization delivered as software
Customers needed more than a vulnerability scanner
Dashboards, reports, and lifecycle management
Vulnerability management became big business

Competition heated up

sssssss
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- Thewindingroadto €nterPri$e

Reqgulatory compliance drove commodification

e Regulationsrewarded vendors for features, not accuracy
e “Thoumustscan, butwe don’tcare how”*

e Vulnerability management alone wasn’t enough

e \endors built & acquired other products

e Scanners kept adding more checks

: Al Wil § A}, .2y
e Innovation stalled N L
e WillPClsaveus? - 5
1{4-;//: / /'—“; -
@
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PCI ASVs

“An ASV is an organization with
a set of security services and
tools (“ASV scan solution”) to
conduct external vulnerability
scanning services to validate
adherence with the external
scanning requirements of PCl|
DSS Requirement 11.2.2. The
scanning vendor’s ASV scan
solution is tested and
approved by PC| SSC before
an ASV is added to PC| SSC’s
List of Approved Scanning
Vendors.”

accessitgroup.com
advantio.com
akati.com
alertlogic.com
ampcuscyber.com
aperiasolutions.com
aperiasolutions.com
atsec.com
Istoppciscan.com
edgescan.com
bctest.com
bmm.com
campusguard.com
meditologyservices.com
clone-systems.com
controlcase.com
cybersecurityworks.com
cyberwise.com.tr
experis.com
jp.fujitsu.com
gaminglabs.com
GMSECTEC.com
grantthornton.am
helpsystems.com

isecauditors.com
my-itspecialist.com
jet.msk.su
dialognauka.ru
lac.co.jp
lgms.global
megaplanit.com
nci.ca
mossadams.com
nccgroup.com
netcraft.com
nettitude.com
nri-secure.co.jp
intertek.com
intellilink.co.jp
nttsecurity.com
rangecyberdefense.com
orioninc.com
outpost24.com
paladion.net
panaceainfosec.com
procheckup.com
qualys.com
quinel.com.mt

https://listings.pcisecuritystandards.org/assessors_and_solutions/approved_scanning_vendors

riskassociates.com
rsisecurity.com
rsmus.com
s2lsec.com
saintcorporation.com
sectigo.com
securisea.com
securitymetrics.com
sikich.com
sisainfosec.com
s3security.com
src-gmbh.de
stachliu.com
strozfriedberg.com
sysnetgs.com
tacsecurity.com
techlockinc.com
tenable.com

tis.jp
halosecurity.com
ubsecure.jp
pci.usd.de
vikingcloud.com

Major changes!
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. PCIDSS compliance forinternal networks

Three options for quarterly internal scans

e Downloadanduse an “opensource tool”
e Purchase ProductAorProductB

e UseyourASVforinternal scans

Mitigate all Critical and High severity vulnerabilities

e Norequirement for quality, accuracy, orrisk reporting model

e Theresultingdataislimited use andimmediately stale

18 https://pcidssguide.com/pci-vulnerability-scan-requirements/
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Chronicles of a near future



20

Even great vuln management didn’t prevent incidents
Security responses need to be faster than ever
CAASM became a thing!

“Cyberasset attack surface management (CAASM)is focused on enabling IT and
security teams to overcome asset visibility and exposure challenges. It enables
organizations to see all assets (internal and external), primarily through API
integrations with existing tools, query consolidated data. Identify the scope of
vulnerabilities then continuously monitor and analyze detected vulnerabilities to
drill down the most critical threats to the business and prioritize necessary

remediation and mitigation actions forimproved cyber security.”

Gartner (= rynz=ro



- CAASM struggles withincomplete source data

Assetingestion from APIs has serious challenges

Every sources hasits own quirks and conflicts
Wrong IPs, wrong MACs, duplicates, and gaps
Variable detail even from the same source
Disparate collection timelines

Vendorsresistintegration

500 Integrations? You're still missing critical assets

21

Managed systems are only part of the environment
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. Consolidationis accelerating

e Everythingdependsonand provides “inventory”
e EDRvendorsnowsellASMand VM addons

e \VMvendors are now selling EDR and SIEM

e Cloudsecurityis now part of everything

e Everyproductnow sells “visibility”

22
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24

Big platforms are getting bigger

e Bigtechtreats security productslike any otherbusiness

e Undercutcompetitors andlock usersinto the platform

e Drivenbyeconomics & hype cycles

e Atoughtime forinnovation
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c Sometimes with surprising combinations

DATA PLATFORM

MarkLogic

A p F Semaphore

OpenEdge

Datal

You
Develog

- ]
VIEW ALL PRODUCTS

EYDI ORE WHAT WE RO

FORTRA

Agari

Meet Fortra™ s

At Fortra™, we're creating a
straightforward future for cleIIReIg
of integrated and scalable §
gloom of cyberthreats get 4

Core

2

-

Progress’ SOLUTIONS *  PRODUCTS *

DIGITAL EXPERIENCE
Sitefinity
Telerik

Kendo Ul
Corticon
DataDirect
MOVEit

SOLUTIONS »

Logic

Automate
Beyond Security

Capacity Management

swift

Cobalt Strike

Security

SUPPORT & SERVICES *  RESOURCES *

DEVOPS

Chef

INFRASTRUCTURE
MANAGEMENT & OPERATIONS
Flowmon

Kemp LoadMaster
WhatsUp Gold

@ Englishv & )  ContactUs  Support v

PRODUCTSw SERVICESw RESOURCESw ABOUTw PRICING

Data Classification Intermapper

Digital Defense JAMS

Digital Guardian outflank

Document Management PhishLabs

PARTNERS *  COMPANY *

UI/UX TOOLS
Telerik
Kendo Ul
Fiddler
Test Studio

SECURE FILE TRANSFER
MOVEit
WS_FTP

Tripwire

Product Bundles

FileCatalyst Powertech Chat live witl

Globalscape Robot

GoAnywhere sequel

Halcyon showcase

a &

Terranova Security

>

View all products >

RE,

ivanti

Greater than the sum of its parts

Products Solutions Support Resources Partners Company Get Started

Ivanti benefits tremendously from the people, solutions, culture, and heritage of each of the companies it has acquired over the

years. Read about the rich history that forms Ivanti’s cultural and technology backbone.

RisiseNsE

RiskSense

RES

RES Software

Lumension
Security

Learn more

cherwell

Cherwell

Learn more

concorde

Concorde
Solutions

Learn more

Shavlik

Learn more

Mobilelron

Learn more

A4

AppSense

Learn more

W
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Learn more

]

Pulse Secure

y
A
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Learn more
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Learn more
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c Sometimes with surprising combinations
-

@ English v j

FORTRA.

SOLUTIONSw PRODUCTSw SERVIC

Agari Data Classification
Meet Fortra’

Automate Digital Guardian

At Fortra™, we're creating a Capacity Management FileCatalyst

straightforward future for CRReI eI Globalscape
of integrated and scalable s
gloom of cyberthreats get {

N

Cobalt Strike GoAnywhere

Core Security Halcyon
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~ Bigger, cheaper, and less focused

e Consolidation drives wide and shallow R&D investments
e \eryfewvendorsare trying toimprove data sources

e Security firms are now mostly software firms

e Specializations have shifted to web & cloud

e \ulns are still treated as commodity data

e Somanysingle panes of glass

e \Wecandobetter!
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Building a better path



. Fromvulnerability to exposure management

29

Our goal is to minimize attacker opportunities

Maintain accurate information on all assets & attributes
Respondinstantly to emerging threats & campaigns
Track technologies not vulnerabilities

Reduce exposure anywhere we can

Maintain a living mode|

(5 runz=ro



. Baseline assumptions for exposure management

Narrow your scope using modern assumptions

e Patch management and auto-updates are common
e Systemsare eithermanaged orunmanaged

e Managed assetswillalways have agents

e Assume we can gatherdata fromagents
e AV,EDR,MDM,DLP,VM,..

30
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c Unknown and unmanaged are still high risk

31

First step is knowing where to look

e CAASMtools correlate multiple sources, you can too!
e E/ASMtools do OKforexternal exposure

e Internalisstillreally tough

The network is essential forunmanaged inventory

e UseyourNDRIifyoucangetaSPAN port

e Active scannersforeverything else*

Not hotdog!
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- Great sources for exposure management data

e “Info” and “Low” vulnerabilities often the most valuable
e SNMP ARP caches from around the network

e (Google Workspace “endpoints” (GDrive!)

e DHCP and DNSlogs from all subnets

e |Lessobviousservicedata

o SMB2SessionIDs
o SNMP counters
o DCERPCEPM

&2
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- Build a detailed model of assets and services

Aggregate data from any managed sources available
Overlay with network & vuln scan sources

Annotate assets with useful attributes

e Subnets & hostnames
e Technology & services
e Hardware & software
e Security controls

e Sensitive of data

33 e Owners r‘ CUNZ=ro
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- Shake out the easy stuff

34

Avoid incidents by clearing the low-hanging fruit

Managed assets without expected EDR/MDM agents
Assets with addresses missing from vuln scans
End-of-Life OS, software, and hardware

Windows assets not on your domain

Qutliers!
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. Outliers scores are strongly predictive of risk

Average risk rank versus outlier metric

X~
c
©

o

~
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o
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©
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400 500 600 700 =800
Outlier Metric

- *680k assets, runZero Outlier Score vs Vuln Mgmt Risk Rank l—: rUnZ=ro



c Instantly respond to emerging threats

There is an actively exploited vulnerability in $product

e \Withinseconds, find all potentially affected assets
e Mitigate assets with the most exposure first

e Takeintoaccount mitigating controls

product:"Policy Secure" OR product:'"Connect Secure"

36
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C Determine blast radius after anincident

Given a confirmed breach, work out the exposure

e Whatwasreachable fromthe compromised node?
e \Whattechnology was present?

e \What datawasaccessible?

net:"10.10.10.0/24" AND NOT source:'"CrowdStrike"

37
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Efficient exposure management

Build!

e Shovelyourdatainto a SIEM or database of choice
o Elastic + Filebeat, Neo4J, PostgreSQL, etc
e Correlationistricky, but not aroadblock foruse

e Ownedby the security operations team

e Accessibletoeveryoneelse

Buy?
e CAASMisturnkey for small-to-medium organizations

e Massive environments are always a mix of both



Build challenges

e Storage andsearchneedsto scale toyourneeds
e Sharddataanddrop old data automatically ¢

e Source dataneedsaccuracy and detail

e Shareyourdatawith otherteams

e Monitoringestion health

e Dashboards!



c Opensource & free CAASM tools

40

OSS
e CISACrossFeed github.com/cisagov/crossfeed
e JupiterOne Starbase github.com/jupiterone/starbase
e DROIDSIVRE github.com/ivre/ivre
e PryOccaxiom github.com/pryOcc/axiom
FREE

e runZero Platform (Community Edition): runZero.com

e Yourexisting vulnerability management product?

https://github.com/Oxtavian/awesome-attack-surface-monitoring
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4]

Thank You!

Email:
Mastodon:
WW\W:

hdm/at/runZero.com
@hdm@infosec.exchange
https://hdm.io
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